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NEW OPPORTUNITIES ENABLED BY 
TECHNOLOGY 

Year 2025 
world Internet users 
of consumer electronics sold in 
emerging economies 
mobile Internet 
subscriptions globally 

data will move through  
or be stored in the cloud 

ϝaƛŎǊƻǎƻŦǘΥ /ȅōŜǊǎǇŀŎŜ нлнрΥ ¢ƻŘŀȅΩǎ 5ŜŎƛǎƛƻƴǎΣ ¢ƻƳƻǊǊƻǿΩǎ ¢ŜǊǊŀƛƴ 

http://download.microsoft.com/download/C/7/7/C7775937-748E-4E95-85FB-24581F16B588/Cyberspace 2025 Today’s Decisions, Tomorrow’s Terrain.pdf


LARGE SCALE TECHNOLOGY TRENDS 

Policies & 
Procedures 

The proliferation of personal and 
company devices Mobile 

Changing how people connect, 
communicate, and collaborate Social 

Flexible and dynamic access to public, 
private, and hybrid cloud services Cloud 

Intelligence and insights from real-time 
analytics Big Data 



MARKET TRENDS BASED-ON 
SECURITY TRENDS REPORT 
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SECURITY TRENDS REPORT 

12,000 anonymized  
surveyed results 

Worldwide user base 

Cloud security readiness 
tool  



Å38% of surveyed financial organizations do not have 
budgeted disaster recovery plans 

Å37% of surveyed financial organizations do not use 
standardized data classification 

Å23% of surveyed financial organizations have adequate 
policies and practices for secure data disposal 
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SECURITY TRENDS FOR BANKING 



Å72% of surveyed retail organizations do not have budgeted 
disaster recovery plans 

Å51% of surveyed retail organizations do not have a plan for 
responding to security breaches  

Å31% of surveyed retail organizations do not use role-based 
access control 
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SECURITY TRENDS FOR RETAIL 



Å51% of surveyed healthcare organizations conduct system-
wide data backups that are tested regularly 

Å31% of surveyed healthcare organizations have a disaster 
recovery program 

Å23% of surveyed healthcare organizations cannot prevent 
a power outage from affecting their organization 
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SECURITY TRENDS FOR HEALTHCARE 



Å45% of surveyed public sector organizations do not use 
standardized data classification 

Å40% of surveyed public sector organizations still use paper 
Non-Disclosure Agreements (NDAs) and use them 
inconsistently 

Å33% of surveyed public sector organizations do not have 
uniformly enforced security policies 
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SECURITY TRENDS FOR 
GOVERNMENT 



ADOPTION CHALLENGE 
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PROBLEMS YOU FACE 
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PROVIDER IS YOUR PARTNER 

Risks a CSP can help reduce 

Risks a customers must manage 

Data classification End point devices 

Physical  Networking 

Shared risks 

Identity and access management 



ÅAllows organizations to categorize their stored data 
by sensitivity and business impact 

ÅHelps optimize data management for cloud adoption 
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WHY DATA CLASSIFICATION 

Sensitivity Terminology 
model 1 

Terminology 
model 2 



TOWARDS TRUSTWORTHINESS 



 

 

 

 

 

 

 

 

Built-in capabilities and controls for organizations 
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A TRUSTWORTHY CLOUD 

Data Privacy Cybersecurity 
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CREATING A RICH LANDSCAPE FOR 
DIGITAL WORK 

A N Y  L O C A T I O N 

On personal 
devices 

24 x 7 
collaboration On the road In the office At home 

Through social 
media 

     A N Y  P L A T F O R M 

Applications Network Infrastructure 

Public Data Internal Data Confidential Data 

Cloud On-prem Hybrid 
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CUSTOMER CONCERNS AND RISKS 

A N Y  L O C A T I O N      A N Y  P L A T F O R M 

Public Data Internal Data Confidential Data 

On personal 
devices 

24 x 7 
collaboration On the road In the office At home 

Through social 
media 

Cybersecurity Transparency Compliance Cybersecurity Transparency Data Privacy Compliance 
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Public Data Internal Data Confidential Data 

On personal 
devices 

24 x 7 
collaboration On the road In the office At home 

Through social 
media 

A N Y  L O C A T I O N      A N Y  P L A T F O R M 

Efficiency Transformation Modernization Innovation 

OPPORTUNITIES 

CONCERNS 

CLOUD STRATEGY Cybersecurity Transparency Data Privacy Compliance 

BALANCING OPPORTUNITIES AND 
RISKS 
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CYBERSECURITY 

Security embedded  
in planning, design, 
development, and 
deployment 

Rigorous controls  
to prevent, detect, 
contain, and respond to 
threats 

Hardening  
cloud services by 
understanding  
the threats 

Global, 24x7 incident 
response to mitigate 
effects of attacks 

Operational 
security 

Assume 
breach 

Incident 
response 

Security 
Development 
Lifecycle (SDL) 
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PRIVACY BY DESIGN 


